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LETTER TO ALL OTHER FINANCIAL INSTITUTIONS

ISSUANCE OF RISK-BASED CYBERSECURITY FRAMEWORK AND GUIDELINES
FOR OTHER FINANCIAL INSTITUTIONS (OFIs)

As a result of recent increase in the number and sophistication of cybersecurity threats against
financial institutions, especially the Other Financial Institutions (OFIs), it has become mandatory
for institutions to strengthen their cyber defenses if they are to remain safe and sound.

Consequently, the Central Bank of Nigeria (CBN) hereby issues the attached Risk-Based
Cybersecurity Framework and Guidelines for OFIs, which represents the minimum requirements
to be put in place by all OFIs.

The effective date for full compliance with the provisions of the guidelines is January 1, 2023
and all OFIs are expected to comply on or before that date.

Please, be guided accordingly.

Yours faithfully,

Nkiruj\;g:t]
Director, Other Financial Institutions Supervision Department
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1. Introduction

The safety and soundness of Other Financial Institutions (OFIs) require that they operate in a safe and
secure environment. Hence, the platform on which information is processed and transmitted should be
managed in a way that ensures the confidentiality, integrity and availability of information as well as

the avoidance of financial loss and reputation risk, amongst others.

Considering the reliance of financial institutions on information and communications technology
(ICT) to operate their business and the rising incidences of cyber threats and attacks targeted at
financial institutions, it has become necessary to implement cybersecurity measures to mitigate against

those risks.

In recent times, threats such as ransomware, targeted phishing attacks and Advanced Persistent Threats
(APT) have become prevalent, demanding that financial institutions, including OFIs, strengthen their
cyber resilience and take proactive steps to secure their critical information assets to ensure their safety

and soundness.

Cybersecurity resiliencies considered as an organization’s ability to maintain normal operations
despite all cyber threats and potential risks in its environment. Resilience provides an assurance of

sustainability for the organisation using its governance, interconnected networks and culture,

It is against the background of the foregoing that the CBN hereby issues this framework and Guidelines
for OFIs. The Guidelines outline the minimum requirements that OFIs are required to observe in the
development and implementation of strategies, policies, procedures and related activities aimed at
mitigating cyber risk.
The purpose of the Guidelines is to:
a. Create a safer and more secure cyber environment that supports information system

security and promote stability of the OFI sub-sector
b. Contribute towards the prevention and combating of cybercrime in the OFI sub-sector;

c. Promote the adoption and implementation of best practices and appropriate cybersecurity
standards by OFIs;

d. Promote and maintain public trust and confidence in the OFI sub-sector
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e. Promote a cybersecurity culture and awareness through continuous capacity building and

skills development.

OFIs should note that for a cybersecurity programme to be successful, it must be fully integrated into
their business goals and objectives, and must be an integral part of the overall risk management

Processes.

The framework provides a risk-based approach to managing cybersecurity risk. The document
comprises six parts: Cybersecurity Governance and Oversight, Cybersecurity Risk Management
System, Cyber Resilience Assessment, Cybersecurity Operational Resilience, Cyber-Threat

Intelligence and Metrics, Monitoring & Reporting.
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2. Cybersecurity Governance and Oversight

2.1 Cybersecurity governance sets the agenda and boundaries for cybersecurity management and
controls through defining, directing and supporting the security efforts of the OFIs. It spells
out the responsibilities of the Board of Directors, Senior Management and Chief Information
Security Officer (CISO). This entails the development and implementation of policies,
procedures and other forms of guidance that the OFIs and their stakeholders are required to

follow.

2.2 The responsibility for the provision of oversight, leadership and resources to ensure that
cybersecurity governance becomes an integral part of corporate governance rests with the
Board of Directors of the OFL In this regard, the Board shall ensure that cybersecurity is

completely integrated with business functions and, well managed across the OF]I.

2.3 Furthermore, the Board shall ensure that cybersecurity governance not only aligns with
corporate and Information Technology (IT) governance, but is cyber-threat intelligence driven,

proactive, resilient and communicated to all internal and external stakeholders.

2.4 The responsibilities of the Board of Directors in relation to cybersecurity include:

2.4.1. The Board of Directors directly or through its appropriate Committee(s) shall have

oversight and overall responsibility for the OFI’s cybersecurity programme.

2.42. The Board shall promote a cybersecurity conscious culture within the institution

through robust oversight and engagement on cybersecurity.

2.4.3. The Board shall ensure that cybersecurity is completely integrated with business

functions and well managed across the OFL.

2.44. The Board shall ensure that cybersecurity governance aligns with corporate and
Information Technology (IT) governance. It shall also ensure that cybersecurity
governance is cyber-threat intelligence driven, proactive, resilient and communicated

to all internal and external stakeholders.
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2.4.5. All board members are required to understand the nature of their institution’s business

and the cyber threats involved.

2.4.6. Establish the institution’s vision, risk appetite and overall strategic direction with

regards to cybersecurity.

2.4.7. Formulate cybersecunity strategy, policy, procedures, guidelines and set minimum
standards for the institution. The Cybersecurity Policy shall be documented and made

available for review by the CBN and NDIC Examiners.
2.4.8. Allocate adequate resources for cybersecurity based on the institution’s structure

2.4.9. Review management’s determination of whether the institution’s cybersecurity

preparedness is aligned with its cyber risks

2.4.10. Establish or review cybersecurity risk ownership and management accountability and
assign ownership and accountability to relevant business lines and not just the IT

function

2.4.11. Approve and continuously review the cybersecurity strategy, governance charter,
policy and framework which shall provide direction on how to achieve the institution’s
cybersecurity goals. The strategy shall align with the institution’s overall corporate

strategy

2.4.12. Ensure that the cybersecurity policy applies to all of the institution’s branches,

operating entities, including subsidiaries and joint ventures

2.4.13.Review on a regular basis the implementation of the institution’s cybersecurity
framework and implementation plan, including the adequacy of existing mitigating

controls
2.4.14. Incorporate cybersecurity as a standing agenda item at Board meetings.

2.4.15.Review the results of management’s ongoing monitoring of the institution’s exposure

to and preparedness for cyber threats.

5
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2.4.16. Ensure that cybersecurity processes are conducted in line with business requirements,
applicable laws and regulations while ensuring security expectations are defined and

met across the OFI.

2.4.17.Receive and review on a quarterly basis reports submitted by Senior Management. The
report shall detail the overall status of the cybersecurity programme to ensure that the

Board approved risk thresholds relating to cybersecurity are being adhered to.

2.4.18. Appoint or designate a qualified individual as the “Chief Information Security Officer”
(CISO) who shall be responsible for overseeing and implementing its cybersecurity
programme. In the case of a Group structure, such OFI may leverage on its group CISO

where the OFI is part of a group that has a CISO.
2.4.19. Ensure that the cybersecurity budget is approved.

2.5 The responsibilities of Senior Management shall include:
2.5.1. Senior Management shall be responsible for the implementation of the Board-approved
cybersecurity strategy, policies, standards and the delineation of cybersecurity

responsibilities.

2.5.2. Provide periodic reports (at a minimum quarterly) to the Board on the overall status of

the cybersecurity, cyber risk posture/overall status of the OFI.

2.5.3. Ensure the creation of mitigation and recovery procedures to contain cyber risk

incidents, reduce losses and return operations to normal

2.5.4. Implement processes and procedures to protect customer data, transactions and

systems.

2.5.5. Ensure the provision of adequate, experienced and skilled staff for the management of

cybersecurity.

2.5.6. Incorporate cybersecurity as a standing agenda item at Senior Management meetings.
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2.5.7. Document cybersecurity incident response plan indicating the actions the institution

will take during and after a security incident. The plan should address inter-alia:

a. The roles and responsibilities of staff;
b. Incident detection, assessment, and reporting;
c. Escalation and strategies deployed.

2.5.8 Collaborate with other institutions and the security agencies to share the latest

development on cyber threats/attacks encountered by the institution

2.5.9 Create a post incident analysis framework to determine corrective actions to prevent

similar incidents in the future.
2.5.10 Evaluate and manage risks introduced by third party service providers
2.5.11 Develop the cybersecurity framework for Board approval

2.5.12 Submit the Board approved cybersecurity framework to the Director, Other Financial

Institutions Supervision Department for information and records.

2.6 Appointment and responsibilities of the Chief Information Security Officer (CISO):
Every OFI shall appoint or designate a Chief Information Security Officer (CISO) whose
responsibilities shall include the following:

2.6.1. The day-to-day cybersecurity activities and the mitigation of cybersecurity risks in the
OFL

2.6.2. Develop, oversee and implement the cybersecurity programme and strategy as approved
by the Board.

2.6.3. Ensuring that the institution maintains an updated record of its users, devices,

applications and their relationships, including but not limited to:
2.6.3.1. Software and hardware asset inventory; and

2.6.3.1. Network utilization and performance data.
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2.64.

2.6.5.

2.6.6.

2.6.7.

2.6.8.

2.6.9.

2.6.10.

2.6.11.

2.6.12.

2.6.13.
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Ensuring that information systems meet the needs of the institution, and the ICT strategy,
in particular information system development strategies, comply with the overall

business strategies, risk appetite and ICT risk management policies of the institution.

Design cybersecurity controls with the consideration of users at all levels of the
organization, including internal (i.e., management and staff) and external users (i.e.,

contractors/consultants, business partners and service providers).
Organize cybersecurity related trainings to improve technical proficiency of staff.
Ensure that regular and comprehensive cyber risk assessments are conducted.

Ensure that adequate processes are in place for monitoring IT systems to detect

cybersecurity events and incidents in a timely manner.
Reporting to the MD/CEO on an agreed interval (at least quarterly) on the following:

a. Assessment of the confidentiality, integrity and availability of the information

systems in the institutions.
b. Detailed exceptions to the approved cybersecurity policies and procedures.
c. Assessment of the effectiveness of the approved cybersecurity program.
d. All material cybersecurity events that affected the institution during the period.

Ensure timely update of the incident response mechanism and Business Continuity Plan

(BCP) based on the latest cyber threat intelligence gathered.

Incorporate the utilization of scenario analysis to consider a material cyber-attack,

mitigating actions, and identify potential control gaps.

Ensure frequent data backups of critical IT systems {e.g. real time back up of changes

made to critical data) are carried out to a separate storage location.

Ensure the roles and responsibilities of managing cyber risks, including in emergency or

crisis decision-making, are clearly defined, documented and communicated to relevant
staff.



2.6.14. Test disaster recovery and Business Continuity Plans (BCP) arrangements on an ongoing
basis to ensure that the institution can continue its operations and meet its regulatory

obligations in the event of an unforeseen cyber-attack.

2.6.15. Ensure that the cybersecurity program includes written procedures, guidelines and
standards designed to ensure the use of secure development practices for in-house
developed applications utilized by the OFI, and procedures for evaluating, assessing or
testing the security of externally developed applications utilized by the OFI within the

context of the OFI’s technology environment.

2.7 The requirements of the Chief Information Security Officer (CISO) are detailed below:
2.7.1. The CISO shall be of senior management grade and shall possess adequate authority;

experience; independence and status within the OFI to enable him/her function properly.
2.7.2. The CISO shall report to the Managing Director/Chief Executive Officer.

2.7.3. The CISO shall meet educational and experience requirements as provided in the Fit
and Proper (Approved Persons) Framework required for OFIs. Given the requirements

of this job role, experience gained solely in the field of IT shall be deemed to be adequate.

2.74. In addition, the possession of relevant Information Security Certifications shall be an
added advantage. These include certifications such as Certified Information Systems
Security Professional (CISSP), Certified Information Security Manager (CISM) and
Certified Chief Information Security Officer (CCISO). Consequently, the CISO shall
acquire any of these certifications within three (3) years from the date of his’her

appointment.

2.7.5. For small OFIs such as rural-based Unit Tier Il MFBs, the Head of IT may double as
the CISO. Alternatively, such OFIs may engage the services of a qualified third-party

consultant to serve as the CISO on a part-time basis.
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2.8 The Information Security Steering Committee (ISSC):
2.8.1. Every OFI with more than 30 employees shall establish an Information Security
Steering Committee (ISSC). However, for Unit Tier II MFBs, the Information
Technology Steering Committee (ITSC) can perform the function of Information

Security Steering Committee.

2.8.2. The ISSC shall consist of Senior representatives of relevant departments within the
OFI and shall be headed by the CISO.

2.8.3. The roles, responsibilities, scope and activities of the information security steering

committee shall be clearly defined.
The objectives of the Committee shall include:

2.8.4.1. Ensuring that OFIs’ security policies and processes align with the business

objectives;
2.8.4.2. Evaluating and sponsoring institution-wide security investment;

2.8.4.3. Enforcing the implementation of policies for investment prioritization and

security risk management.
2.8.4. For OFIs with less than 30 employees

2.8.4.1. The responsibilities of the information security steering committee may be
carried out by a relevant management committee, such as committee

charged with Risk Management;
2.8.4.2. The CISO shall be made a member of the relevant management committee;

2.8.4.3. The relevant management committee shall expand its terms or reference to
include the objectives set out in paragraphs 2.8.3.1, 2.8.3.2 and 2.8.3.3

above;

2.8.4.4. The CISO shall lead the deliberation on cybersecurity matters at the

relevant management committee meetings.
10
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2.9 Risk Management Control Functions
To ensure the effectiveness of an OFI’s cybersecurity governance, the following risk management
control functions; handled by relevant department of the organization shall have responsibilities
as follows:
2.9.1. Risk Management
The Risk Management function shall independently evaluate all the risks relating to
cybersecurity in a proactive way. This should include the use of appropriate tools and
methodologies for risk identification, analysis and control. Appropriate reports shall be

provided to Senior Management and the Board or its relevant Committee, quarterly.

2.9.2. Compliance
The Compliance function shall review the cybersecurity programmes and processes to ensure

adherence to relevant CBN directives and other extant regulations.

2.9.3. Internal Audit

An OFI’s cybersecurity programme shall be audited by the Internal Audit unit to mitigate the
OFI’s cyber-risk exposure and ascertain their adequacy. The scope of cybersecurity audits
clearly defined an audit programme which shall be risk-based and provide assurance to the

Board and Senior Management on the effectiveness of the cybersecurity programme.

2.10 Cybersecurity Strategy and Framework
2.10.1. The Board of Directors shall approve the OFI’s information security and cybersecurity
strategy, which shall provide direction on how to achieve its cybersecurity goals. The
strategy shall address and mitigate cyber-risk while providing a framework for
compliance with the legal, contractual, statutory and regulatory requirements. The
strategy shall align with the OFI’s Information Security Management System (ISMS),

information technology and the overall corporate strategy.

2.10.2. An OFI shall also put in place an information security and cybersecurity framework
in support of its strategy which aligns policies, business and technological approaches

to address cyber risks and clearly defines all cybersecurity roles and responsibilities.

11
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2.10.3. In addition, an OFI shall develop an information security and cybersecurity policy
either as a separate document or as part of its cybersecurity framework or its [ISMS.
The policy shall clearly convey Management’s intent and the OFI’s approach to

achieving its cybersecurity objectives.

2.10.4. The policy document(s) approved by the Board shall be continuously reviewed and
updated annually at a minimum or when there are significant changes to the OFI’s
cyber-risk exposure and in the light of emerging technologies. The annual review shall

ensure its suitability, adequacy and effectiveness to mitigate cyber-risk.
3. Cybersecurity Risk Management System

3.1 Effective Risk Management serves to reduce the incidence of significant adverse impact
on an organization by addressing threats, mitigating exposure, and reducing vulnerability.
OFIs shall incorporate cyber-risk management with their institution-wide risk management
framework and governance requirements to ensure consistent management of risk across

the institution.

3.2 The Risk Management programme shall be based on an understanding of threats,
vulnerabilities, risk profile and level of risk tolerance of the organisation. The process shall
also be dynamic in view of the constantly changing risk landscape. The Board and Senior
Management shall support and be involved in the cyber-risk management process by
ensuring that resources and capabilities are available and roles of staff properly defined in

management of risks.

3.3 The Risk Management System shall cover the four basic activities below:

33.1. Risk assessment

3.3.2. Risk measurement

3.3.3. Risk mitigation/Risk treatment
334 Risk monitoring and reporting

3.4 Cyber risk assessments should be updated regularly to address changes or introduction of

new technologies, products etc. before deployment to ensure accurate risk measurement.

12
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35

3.6

3.7

3.8

Risk treatment options such as risk reduction, risk retention, risk avoidance, risk transfer
and how residual risk is addressed should be selected based on the outcome of the risk

assessment.

Information obtained from risk management activities shall be reported to the Senior

Management and the Board of Directors to support informed decision making.

An OFI shall regularly conduct risk assessments, vulnerability assessments and threat
analysis to detect and evaluate risk to the OFI’s information assets and determine the

appropriateness of security controls in managing risk.

The IT team shall be responsible for assessment, measurement and monitoring/reporting of
risks associated with critical [T infrastructure while information security/cybersecurity

team shall be responsible for risk mitigation/treatment.

4. Cybersecurity Resilience Assessment

Cybersecurity Resilience Assessment is useful in evaluating an organization’s defense posture and

readiness to tackle cybersecurity risks. In view of rapid advancement in IT, interconnection

between networks (internet) and multiple threats in the cyberspace, an OFI shall carry out cyber

risk resilience assessment to determine its current and target cybersecurity profile.

4.1 Determining the Current Cybersecurity Profile (“present state”)

4.1.1. OFIs shall determine their “current” cybersecurity position at regular intervals by

evaluating all identifiable cybersecurity vulnerabilities; threats and likelihood of
successful exploit; potential impact (reputational, financial, regulatory, etc.); and the
associated risks in order to estimate the amount of resources and efforts required to

recover from losses/damage attributable to potential cyber incidents.

4.1.2. The assessment should include but not limited to adequacy of cybersecurity
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visibility to emerging threats to information assets; capability to swiftly respond and
recover from cyber-incidents; vendor risk, and efficacy of existing controls to mitigate

the identified risks.
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4.1.3. All gaps identified during the assessment shall be documented and communicated to

the Senior Management and Board of Directors.

4.2 Establishing a Target Cybersecurity Profile (“desired state”)

An OFI shall develop a detailed roadmap to address the gaps identified in a timely manner.
This roadmap shall state the vulnerability/risk treatment plan with stipulated time frame. The
plan may include updating the cybersecurity policy; establishing a security operation center;

signing-up with external cyber threat intelligence agencies, etc.

4.3 Reporting Cybersecurity Self-Assessment

A report of the cybersecurity self-assessment shall be submitted by OFIs to the Director, Other
Financial Institutions Supervision Department of the Central Bank of Nigeria not later than 31
March every year. The report shall provide the procedure/tools/framework used to conduct the
cybersecurity self-assessment; identified gaps, threats, and risks; potential impact; prioritized
action plan to mitigate risks identified; and timeline for remediation; remediation status with
possible residual vulnerabilities/risks. The report shall be signed and submitted by the Chief
Information Security Officer (CISO) after its approval by the Senior Management. See the
reporting template in Appendix 1.

5. Cybersecurity Operational Resilience

OFIs are required to build, enhance, and maintain their cybersecurity operational resilience
which will ultimately contribute to reducing cybercrime in Nigeria and strengthen the banking

sector cyber defense.

The following are the minimum controls that an OFI shall put in place on their critical IT
infrastructure to preserve the Confidentiality, Integrity and Availability {CIA) of information

assets among others.

5.1 Know Your Environment
An OFI shall endeavor to be acquainted with its business environment and critical assets, It
shall devise mechanisms to maintain an up-to-date inventory of authorized software, hardware

(workstation, servers, network devices etc.), other network devices, and intemal and external

14
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network connections. All unauthorized software and hardware devices on its network shall be

identified, documented, removed and reported appropriately.

5.2 Enhancing Cybersecurity Resilience
An OFI shall continuously improve on its cybersecurity resilience. This is crucial to ensure the
confidentiality, integrity and availability of information assets whilst promoting a safe and

sound banking system in Nigeria.

To enhance its cybersecurity resilience, an OFI shall adopt the measures in this section as the
minimum cybersecurity baseline controls required to continue to support and provide business

services even in the event of cyber —attacks.

6. Cyber-Threat Intelligence
An OFI is required to possess an objective knowledge — based on fact - of all emerging threats,
cyber-attacks, attack vector, mechanisms and indicators of attack/compromise to its information

assets which shall be used to make informed decisions.

To this end, OFIs are required to:
6.1 Establish a Cyber-Threat Intelligence (CTI) programme which shall proactively identify,

detect and mitigate potential cyber-threats and risks.

6.2 Establish a CTI policy (as part of the cybersecurity policy) approved by the Board of Directors
to aid proactive identification of emerging cyber threats, trends, patterns, risks and possible

impact.
6.3 Identify and document various CTI Sources. See Appendix V for details.

6.4 Take informed decisions based on the CTI programme as it provides valuable information on
areas susceptible to cyber-attacks, latest threats, attack vector, etc. Decisions may include:
conducting emergency awareness training, vulnerability assessment, and penetration testing;
review of vendor source codes, cyber-incident response plan, Business Continuity/Disaster
Recovery Plans (BCP/DRP), vendor Service Level Agreement (SLA); and increased system
logging, reviewing the Bring Your Own Device (BYOD) policy, etc.

15
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6.5 Promptly report all potential cyber-threats to their information assets to the Director, Other
Financial Institutions Supervision Department of the Central Bank of Nigeria using the Cyber-

threat Intelligence Reporting template in Appendix L.
7. Metrics, Monitoring & Reporting

7.1 An OFI shall put in place metrics and monitoring processes to ensure compliance, provide
feedback on the effectiveness of controls and provide the basis for appropriate management

decisions.

7.2 The metrics should provide the information needed to assess the effectiveness of the OFI’s
overall cybersecurity programme and measure its performance and efficiency as well as for
effective decisions at the strategic, management and operational levels. Tools that may be

employed to achieve this include key risk indicators, key goal indicators, etc.

7.3 The Board and Senior Management of an OF1 shall establish an effective and reliable reporting
and communication channels throughout the institution for the dissemination of security-
related information such as changes in policies, standards, procedures, new or emerging threats
and vulnerabilities to ensure the effectiveness and efficiency of the cybersecurity programme.

The reporting process shall be consistent, timely, comprehensive, transparent and reliable,

7.4 A reporting process that defines reporting and communication channels shall be established
for the dissemination of security-related material such as changes in policies, standards,

procedures, new or emerging threats and vulnerabilities.

7.5 The Board of Directors and Senior Management shall be provided with quarterly reports to
keep them abreast of the state of the cyber/information security programme and governance

issues in the OFI.

7.6 An OFI is required to report all cyber-incidents (as defined in Appendix IV) whether
successful or unsuccessful not later than 24 hours after such incident is detected to the Director,
Other Financial Institutions Supervision Department of the Central Bank of Nigeria using the

report format in Appendix 1.

16
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8. Compliance with Statutory and Regulatory Requirements

8.1 The Board and Senior Management of OFIs shall ensure compliance with all relevant statutes
and regulations such as the Nigerian Cybercrimes (Prohibition, Prevention etc.) Act, 2015 and
all CBN directives to avoid breaches of legal, statutory and regulatory obligations related to

cybersecurity and of any security requirements.

8.2 The Central Bank of Nigeria shall ensure the establishment of appropriate processes and
procedures for the purpose of monitoring compliance with this framework and other extant

laws and regulations.

8.3 Non-compliance with the provisions of this framework shall attract appropriate sanctions as
may be determined by the Central Bank of Nigeria in accordance with the provisions of the

CBN Act and BOFIA.
9. Compliance Monitoring and Enforcement

The CBN shall monitor and enforce compliance with the provisions of the Guidelines.
10. Effective Date

This Guideline shall take effect from January 1, 2023

17

Classified as Confidentia



Appendix I: Cybersecurity Self-Assessment Tools

l.
2.
3.

The FFIEC Cybersecurity Assessment Tool https://www.ffiec.gov/cyberassessmenttool.htm

US-CERT Cyber Resilience Review (CRR) https://www.us-cert.gov/ccubedvp/assessments
ICS-CERT"s Cybersecurity Evaluation Tool (CSET) https://ics-cert.us-
cert.gov/sites/default/files/FactSheets/ICS-CERT_FactSheet CSET_S508C.pdf

Payment Card Industry (PCI) Data Security Standard Self-Assessment Questionnaire

https://www.pcisecuritystandards.org/

ISO 27001 https://'www.1s0.0rg

The CBN circulars relating to cybersecurity https://www.cbn.gov.ng/documents/

Nigerian Cybercrimes (Prohibition, Prevention etc.) Act, 2015

18
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Appendix II: Know Your Environment:

1. Asset Management
Hardware: An OFI shall:

1.1 Maintain an up-to-date inventory of all authorized devices such as workstations, laptops, switches,
routers, firewall, printers, scanner, photocopiers, etc. used to process, store or transmit
data/information in the institution.

1.2 Ensure that all identified devices are categorized not only by the criticality and sensitivity of the

data/information they store, process or transmit but also on their mobility.

1.3 Assess and review the profile(s) of personnel(s) and/or third parties who have
unrestricted/restricted access to devices identified in *“1.1” above.
1.4 Automate the detection of unauthorized devices as they connect to the OFIS*s network and

ensure that only authorized devices are granted access to the network.

1.5 Ensure that all legacy systems but still-in-use (both critical and non-critical) shall be catalogued.
Vulnerabilities associated with them shall be promptly identified and compensating controls

applied and must be considered for upgrade.

Software: An OFI shall:

1.6 Devise a mechanism to maintain an up-to-date inventory of all applications/software (authorized
and unauthorized) installed and/or running on all its systems. Unauthorized software/applications

identified shall be considered for removal.

1.7 Ensure that the installation of applications/software including patches and hotfixes to authorized
workstations/laptops, servers (including those on the demilitarized zone or DMZ), and mobile
devices are centrally coordinated and managed.

1.8 Ensure that all legacy but still-in-use software and applications are catalogued. Vulnerabilities
associated with them shall be promptly identified and remediated with adequate controls and must

be consid